
THE DPDP RULES 2025 
& ITS IMPLEMENTATION

The Digital Personal Data Protection Rules 2025 operationalise the DPDP Act, 2023 and detail the practical, governance, 
technical and procedural controls that organisations undertake on their compliance journey to ensure the lawful processing of 
personal data in India.

The Rules detail multiple aspects, such as notice, consent, state processing, data retention, security safeguards, breach 
management, children’s data, disabilities, significant data fiduciaries (SDFs), research exemptions, cross-border transfer, 
and the Data Protection Board of India.

APPLICABILITY & TIMELINES 

The act applies to any processing of digital personal data carried out within the territory of India. This includes any data collected 
through online means as well as data gathered offline and subsequently digitised. The Rule has come up with specific 
implementation timelines, scattered over 18 months from November 2025. 

On 13 November 2025, the DPDP Rules introduced a three-phased roll-out, depicted below:

 Rules 1-2, 17-21 live
 Board formation begins

Phase
1

Nov 2025

Phase
3

May 2027

 Rule 4 Consent 
Manager registration

 Notices
 Security safeguards
 Breach response
 Retention & erasure
 Children & disability processing
 SDF obligations
 Cross-border rules
 Research & statistics
 Grievance redressal
 Penalties & enforcement
 Govt information requests

Phase
2

Nov 2026



BDO India | DIGITAL PERSONAL DATA PROTECTION ACT, 2023

FORCE IMMEDIATELY

Rule Numbers Area Covered What Organisations Must Do Now

Rules 1–2 Definitions & scope Understand the terminology and applicability.

Rules 17–21
Data Protection Board governance 
(appointments, terms, meetings, salaries, procedures)

No direct industry obligation, but Board 
formation begins.

RULES THAT WILL COME INTO FORCE IN 12 MONTHS

Rule Number Area Covered What Organisations must start preparing for

Rules 4
Consent Manager Registration & Verification 
Standards

 Consent Manager registration with the 
Board in compliance with First Schedule .

 Appropriate technical and organisational 
measures.

Rule Numbers Area What Organisations must start preparing for

Rule 3 Notices Itemised notice, purpose clarity, withdrawal & grievance information.

Rule 5 State processing Lawful basis, accuracy, necessity, retention control.

Rule 6 Security safeguards Encryption, access control, monitoring, audit logs, resilience.

Rule 7 Breach reporting Notify individuals immediately & Board within 72 hours; evidence logs.

Rule 8 Retention & erasure Erase when purpose ends; 48-hr pre-erasure notice; 1-year logs.

Rule 9 Obligations of processors Contractual controls, processing limitations.

Rule 10–11
Children’s & disabilities-related 
processing

Parental verification, disability consent, expanded guardian rules.

Rule 12–13 Significant Data Fiduciaries DPIA, annual audit, algorithmic risk reviews, restricted datasets.

Rule 14 Cross-border transfer Allowed, except in restricted jurisdictions.

Rule 15 Research/statistics De-identification & minimal harm requirements.

Rule 16 Grievance mechanism Timely redressal, tracking & escalation.

Rule 22 Offences & penalties Enforcement becomes active.

Rule 23
Government information 
requests

Must comply with lawful requests via designated officers.

RULES THAT WILL COME INTO FORCE FROM 18 MONTHS

WHAT’S  NEXT

PENALTIES 

Effective Penalty Applicable For Max Penalty

12 May 2027

Security Safeguard Failures INR 250 Crore

Breach Notification Failures INR 200 Crore

Children’s data violations INR 200 Crore

SDF violations INR 150 Crore

General Non-Compliance INR  50 Crore

 Consent withdrawal 
facilities

 Child & disability 
verification processes

 Automated deletion & 
archiving

 Processor contracts 
updated per Rule 6 & 
Rule 9

 Updated privacy policies, 
notices, retention schedules

 DPIA framework
 Records of processing
 Appointment of Data 

Protection Officer (if SDF)

 Encryption, monitoring, 
access control

 Logging systems to 
support 1-year retention

 Breach management and 
reporting automation

OPERATIONS RISK PROCESSTECHNOLOGY



WAY FORWARD FOR ORGANISATIONS TO COMPLY WITH THE DPDP ACT 2023
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PERFORM MATURITY 
ASSESSMENT 

 Set up a privacy team 
(may include DPO) & 
Consent Manager) 

 Have a detailed action 
plan with short and 
long-term plans

 Identify and list all 
critical applications 
capturing and string 
PII Information

 Perform impact 
analysis on services/ 
goods that have a 
direct relation with 
personal data 

MANAGED SERVICES LEGAL SUPPORT TECHNOLOGY SUPPORT

 Individual rights administration
 Records of processing
 Privacy by design operations
 Maturity assessments
 Policies & procedures
 Privacy watch
 Data protection academy
 External DPO or internal DPO 

support
 Representative as a service

 Ad hoc legal advice (e.g., Video 
surveillance, DSARs, data sharing)

 Advice on data subject requests 
and data breaches

 Advice on interpretation and 
applicability

 Advice on contractual 
arrangements with third parties

 Legal representation vis-à-vis data 
protection authorities

 International data transfers 
policies and development of 
registers

 Design and review of planned and 
existing architecture 

 Data privacy impact assessments and 
technical measures implementation

 Data subject rights management
 Data privacy management tools: 

• Tool/software selection
• Plan, design, implementation of tools

 Data masking & data encryption tool
 Security assessments:

• Vulnerability scanning
• Penetration testing
• Ethical hacking & social engineering

IMPLEMENTATION & REMEDIATION DATA PRIVACY ASSESSMENT

 Data privacy strategy and implementation
 Privacy project management
 Development of privacy notices, policies, procedures
 Technical controls implementation
 Third-party processor remediation
 Data minimisation, retention, erasure and classification 

policies, and process development

 Data privacy readiness assessment
 Data privacy audit/due diligence
 Annual privacy health check 
 Data mapping/data flow diagramming
 Records of processing register development
 Data protection assurance/ certification

START DEVELOPING 
POLICY & PROCEDURES

 Formulation of data-
privacy related 
policies, such as data 
privacy, data retention, 
etc.

 Design consent, notice 
and complete 
mechanism 

 Data Breach 
Notification 
procedures and 
implementation

 Define standard 
contractual clauses 
with data procedures

DATA SECURITY AND 
PROTECTION

 Implement data 
classification 
techniques 

 Set adequate data 
security measures

 Valid retention period 
correlated with other 
laws and regulations

COMMUNICATION & 
TRAINING

 Develop training 
programs to educate 
employees on the 
requirements of the 
law

 Embed the concept of 
data minimisation to 
reduce the risk of data 
breach

 Upgrade and revise as 
per amendments in 
law

HOW WE CAN HELP 

Our full spectrum of services operates in a continual process of risk remediation and privacy posture improvement.

Additional actions for 
Significant Data 
Fiduciary

 Appoint a Data 
Protection Officer

 Appoint an 
independent data 
auditor

 Periodic Data 
Protection Impact 
Assessment

 Periodic audit



ASSURANCE

 Financial Statement Audit and 
Attestation Services

TAX

 Customs & International Trade
 Goods & Services Tax (GST)
 Indirect Tax Assessment & Litigation Assistance
 Incentives & ESG
 Tax Technology
 Corporate Tax Services 
 Financial Services Tax
 Global Employer Services
 International Tax Services
 Private Client Services
 Tax Outsourcing
 Transfer Pricing

ADVISORY

 Actuarial Services
 Forensics
 Government Advisory
 IT Risk Advisory & Assurance 
 Management Consulting
 Risk Advisory Services
 Sustainability & ESG
 Business Restructuring Services
 Corporate Finance and Investment Banking
 Deal Value Creation Services
 Financial Due Diligence
 M&A Tax and Regulatory 
 Strategy & Commercial Due Diligence
 Valuations
 Research & Insights

MANAGED SERVICES 
 Accounting Advisory
 Compliance Management
 Finance & Accounting
 Human Resource Outsourcing (HRO) 

and Payroll
 Tax Compliance

BDO DIGITAL

 Digital Services
 Technology Products and Solutions

BDO EXECUTIVE SEARCH SERVICES

 Board Services
 Executive Assessments
 Executive Search
 Forensic Talent Diligence
 HR Advisory 

OUR SERVICES

CONTACT US
For any other queries or feedback, kindly write to us at marketing@bdo.in
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1,800

119,611

41%

22%

22%

15%

*Includes employees from BDO RISE and BDO EDGE 

ABOUT BDO GLOBAL
BDO is an international network of independent public accounting, tax 
and advisory firms. We support organisations with an unwavering 
focus on quality, industry expertise, and the innovative use of 
technology to deliver impactful solutions. Our commitment to people, 
clients, and communities is at the core of everything we do. With our 
people-first culture, we foster an environment where diversity thrives, 
growth is nurtured, and continuous learning drives lasting progress for 
a sustainable future.

ABOUT BDO INDIA
BDO India offers Assurance, Tax, Advisory, Technology Products & 
Solutions, Digital Transformation, and Managed Services & 
Outsourcing to domestic and international clients across various 
industries. Bringing together expertise, innovatively driven and 
delivered through technology, we empower businesses to navigate 
their unique challenges with transformative, impactful, client-centric 
solutions. The team in India comprises over 11,000* professionals, 
led by more than 350 Partners and Directors, operating out of 20 
offices across 14 key cities.

This publication has been carefully prepared, but it has been written in general terms and should be seen as containing broad statements only. This publication should not be used or relied upon to cover specific 
situations and you should not act, or refrain from acting, upon the information contained in this publication without obtaining specific professional advice. Please contact BDO India Services Private Limited to discuss 
these matters in the context of your particular circumstances. BDO India Services Private Limited, its directors, promoters, employees and agents do not accept or assume any responsibility or duty of care in respect of 
any use of or reliance on this publication, and will deny any liability for any loss arising from any action taken or not taken or decision made by anyone in reliance on this publication or any part of it. Any use of this 
publication or reliance on it for any purpose or in any context is therefore at your own risk, without any right of recourse against BDO India Services Private Limited or any of its directors, promoters, employees or 
agents.

BDO India Services Private Limited, a private limited company incorporated in India, is a member of BDO International Limited, a UK company limited by guarantee, and forms part of the international BDO network of 
independent member entities. 

BDO is the brand name for the BDO network and for each of the BDO Member Entities
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Visit us at www.bdo.in 
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